
Disclaimer
The information provided in this Presentation is owned by Reed Business Information Limited (“RBI”). The contents of this
Presentation shall be treated as confidential and proprietary information and the Presentation should not be shown, read
or used by any third party other than ‘You’ and your ‘employees’ on a need-to-know basis.
Ideas and concepts contained in this Presentation shall only be used with RBI’s written permission. All intellectual
property rights in this Presentation remain vested in RBI and any references to third party trade names or trade marks in
our Presentation, save where expressly provided, is neither an assertion of ownership or representation of an association
with the owners of such trade names or trade marks.
The information contained in this Presentation may be obtained from public sources and information that our customers
have provided to RBI. Any analysis, forecases, projections and opinions are based on such information and RBI have not
verified the accuracy and completeness of the information. In no event shall RBI be liable for any indirect, consequential,
special or incidental damages which may arise from the use of the information, even if advised of such possibility.
This Presentation is subject to contract and all warranties whether express or implied by statute, law or otherwise are
hereby disclaimed and excluded to the extent permitted at law. In the event that the scope of the services change, this
Presentation may require corresponding amendments. Any rights and obligations that may arise under this Presentation
shall be governed by the laws of England and Wales and the Courts of England and Wales shall have non-exclusive
jurisdiction to adjudicate any disputes arising here under.
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Objectives

We hope that the following questions can be answered during this presentation:

1. Why upgrade and perform ongoing maintenance? 

2. What does an upgrade entail? 

3. What is the difference between a version upgrade and an upgrade to ASM? 

4. What are the best practices for upgrades?

5. What challenges do firms face when upgrading?



There are many reasons to upgrade outside of improved 
features/functions

OWASP top ten security risks changing year-over-yearSecurity 
Posture

Third-party application and open source library lifecyclesEnvironment 
Support

Review existing hardware, FPRR, lists, fuzzy threshold against policy 
and need

Review 
Existing 

Environment

Requirements including the current or certain number of versionsInternal 
Policies

Smaller gaps between upgrades are easier to manageFuture 
Upgrades



Security and performance improvements are the two 
constants during the Firco Compliance Link SDLC

• Static Code Analysis - All Compliance Link components are scanned with Checkmarx during 
software development

• Dynamic Scans - Dynamic scanning tools such as BURP and Zed Attack Proxy (ZAP) are used for 
our web security scanning during software development

• Internal Web Application Test - Monthly penetration test scans with tools such as Acunetix are 
performed by our internal security team

• External Penetration Test – Firco Compliance Link application is scanned by a third-party 
vendor before every major version release (e.g. v3.7)

Findings are reviewed by the RBI Information Security team and prioritized; often times the 
remediation requires updates to many parts of the application

Security 
Posture



Firco Compliance Link relies on other components which 
have their own lifecycles

• Java 6 and 7

Java

• Tomcat 7
• WebSphere 7 and 8

Application 
Server

• DB2 9.2
• SQLServer 2012
• Oracle 11g

Database   
Server

• Log4j 
• Spring
• Axis 

Open Source 
Libraries

Environment 
Support

The following versions have recently been sunsetted and we have made updates to address these 
changes:



Bring application experts in to review the existing 
environment and updated best practice

• Review performance and environment capacity
• System scaling and/or archiving 
• Review changes in volumes due to new sources or 

increases in existing sources
Technical  Assessment

• Perform a business process review
• Review screening parameters as it relates to risk profile 

(fuzzy threshold, risk scoring, FPRR, etc.)
• User training to combat knowledge degradation

Risk Process Assessment

Review Existing 
Environment

Your entire process will be reviewed to ensure that your organization is up to current standards



Large gaps between upgrades are much harder to 
implement 

Version Gaps

Customers that are on older versions (previous to 3.7) will need more time and scope to 
upgrade to the latest version

• Large database changes 
• Data migration
• Custom integrations 
• Changes in process
• Training of users

Long periods of time between upgrades ultimately will cost customers more money 
and time in the long run. 



There have also been many performance upgrades since last year. 

Open cases in Compliance Link and ASM have been enhancedCase Review

Exports based on Case ID range searches and input record 
creation/updated date searches have been enhancedASM Export

Initialization has been refactored to speed up web service response. 
Datasets without risk score are also faster 

ASM Web 
Service

The screening history page and audit trail pages have been enhancedASM 
Screening 

History

We have changed the ASM case inbox to no longer display full counts 
of available cases which has improved log in timesLog in



Baseline SOW for a Firco Compliance Link upgrade

Customer kick-off meeting1

Business process review and technical preparation2

Upgrade in test environment3

Application configuration4

Application training for end users5

Optional system tuning (fuzzy threshold)6

False positive reduction7

Assistance with production upgrade8

Go-live assistance9



What are the types of upgrades?
Our customers have different needs and requirements which drive each type of upgrade

All customers are not ready for an upgrade to ASM, but these features are coming

Upgrade to Firco Compliance Link 
without upgrading to ASM

Traditional Firco Compliance Link upgrade 
still bring a lot of value. 

• Health check
• Bug fixes
• Security enhancements
• Updates to library versions
• Internal requirements

Upgrade to the automated 
screening manager 

Upgrades to ASM can be more involved, 
but the value will bring a ROI 

• Full traceability
• Consolidated review screens
• High throughput/ improved storage
• Automated Delta Screening 
• Consolidation of matches
• Proactive Email Notification
• Screening Flexibility



Links

How do we communicate releases?
Along with our release communications, we have also build 
a customer support portal where customers can pick up 
new documentation and get more information on release 
features and maintenance windows. 

Customer 
Support webpage

Firco Compliance 
Link 3.7 release 

notes

http://s1535.t.en25.com/e/er?s=1535&lid=2961&elqTrackId=41178ec5fdc24945891a7633c8913a72&elq=5f841b98f8974b2681827618fd7d9f49&elqaid=2009&elqat=1
https://img.en25.com/Web/BankersAccuity/%7bfcbb152a-980d-48c2-b934-7827f31a5ff3%7d_Compliance_Link_v3.7_Release_Notes.pdf?elqTrackId=b03e1b4205074d0a9a82ea0c187e5ea1&elq=5f841b98f8974b2681827618fd7d9f49&elqaid=2009&elqat=1&elqCampaignId=


accuity.com

Thank you for your attention
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